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Abstract

Rapid development of new digital technologies and their use, on
the one hand, have opened up new opportunities for improving the
efficiency of managing technological and business processes. On
the other hand, it has led to significant increase in security threats,
making businesses and organizations more vulnerable to
cybercriminals. Soaring growth in the number of incidents of
various types in recent years indicates insufficiency of traditional
methods of ensuring information security (hereinafter IS). At
present, consideration of the issue of IS from the point of view of
risk management makes it possible to take cost-effective and
effective enterprise security measures. In this paper, we are
considering a project to create a system for assessing information
security risks. In this paper escribed scientific novelty and
significance of the project, also presented research methods used
in the development of intelligent information security risk
assessment systems.

Index Terms—information security risk assessment, fuzzy expert
system, fuzzy multimodels, ontological model.

Introduction

The importance of IS in organizations can’t be overestimated. It's
important that organizations take the necessary steps to protect their
priority information from unauthorized access, data leak, and other
disruptive data security threats to business and client data.

Main problems of IS risk assessment:

— Great cost. Budgetary constraints can affect both the scope and scale
of the assessment. Properly troubleshooting any cybersecurity issue
requires a lot of time and expertise, which costs time and money.
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— Incomprehensibility of goals scope. When dealing with large and
complex environments, it can be difficult to determine overall goals
and scope of assessment.

— Efficiency reporting. Reports must be accurate and complete. At the
same time, they must do so in language that non-security personnel
can understand. At minimum, baseline reports should be able to
quickly identify areas that need special attention, as well as identify
potentially standout units/departments that require further
monitoring and attention.

— Large number of metrics and standards for assessing IS risks.

In this paper authors proposed several models to help various enterprises
cope with IS problems [1]. This paper proposes a new hierarchical
structured model for assessing IS risks using fuzzy logic. A new method for
assessing software IS risks is also described using example of automated
control systems. Proposed new risk assessment model was implemented
programmatically in form of 15 fuzzy machines. In series of experiments,
author carefully studied IS risk assessment of various software products.
Model showed the strongest positive correlation with NIST-800-30,
ISO/IEC TR-13335-3:1998, BS, expert opinion. However, other estimation
methods have only one high correlation above 0.99 if proposed model is
excluded from sample. t-test was in the range -0.07758<tfact>0.064225.
An increase in the sample reduced the variance of the mean and,
therefore, increased sensitivity of test. With an increase in the number of
degrees of freedom to 29, scatter of criterion narrowed significantly, i.e.,
became more powerful. And the mean value of the sample, although it
didn’t change, didn’t fall into critical range. p-value remained large
enough. Author made a statistical conclusion that the new proposed
methodology is correct.

In this paper the audit is carried out according to methodology for
conducting internal audit at enterprise, which is based on advanced
standards and approaches to organization, management and security of
IT infrastructure, such as Cobit, ISO-17799 [2].

Various methods are used to assess threats and vulnerabilities [3]:
— expert assessments;

— statistical data;

— consideration of factors affecting level of risk and vulnerability.

Mathematical apparatus of risk analysis is based on methods of
probability theory related to probabilistic description of risks and
uncertainties. In risk theory, the following types of mathematical models
are distinguished: direct, inverse, and sensitivity research problems [4].
Direct risk assessment reports are based on previously known information
to determine level of risk.
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In risk analysis, the following class of mathematical models is widely used,
taking into account uncertainty and differing in its description [4]:

— stochastic models;
— linguistic models;
— non-stochastic (game) models.

Risk assessment methods can be based on quantitative, qualitative and
fuzzy logic depending on level of detail of available information and risks
[5]. Numerical methods are often referred to as statistical methods:
Monte-Carlo simulation [5], event tree analysis and regression [6],
sensitivity analysis [6], expected annual loss [7], impact on risk [8], type
of profitability and efficiency analysis [6] and others. On other hand,
qualitative methods rely more on judgment than statistical methods:
scenario analysis, fuzzy set theory [7] and others.

This paper discusses new method for assessing security risks in
supervisory control and data acquisition (SCADA) networks using fuzzy
logic [9]. Purpose of this paper is to improve the IS management analysis
method by proposing a formalized approach, i.e., fuzzy analytical
hierarchy process (AHP). This approach has been used to prioritize and
select the most appropriate set of information security controls to meet
the organization's IS requirements [10].

Scientific Novelty and Significance of the Project

One of main benefits of cybersecurity risk assessment is that it will help
identify internal and external risks that are relevant to system. This is very
important as it provides visibility into individual components of ICT
security system and identifies which areas are weak and in need of
improvement. This information will ultimately guide future security
investments and provide guidance on how to improve.

Risk assessment enables to make more informed decisions by isolating
each potential threat to vulnerability and calculating likelihood of risk
occurring. Perhaps one of main reasons companies choose to assess their
risks is to protect them from costly and damaging breaches. Risk
treatment can help protect business from cyberattacks and improve
protection of personal data.

It's difficult (sometimes impossible) to make dozens of cybersecurity
changes at same time for technical, operational and budgetary reasons.
Assessment will help to justify which areas need better protection,
prioritize which critical issues require attention in first place.

Detailed risk analysis will pinpoint which vulnerabilities are prioritized and
why, as well as impact each could have on business if neglected. Once
stakeholders and investors see what it will cost them if they don't make
changes, they will be able to more favorably allocate risk treatment
budget.
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There is great social and economic demand for the provision of
cybersecurity when using information and communication technologies:
protection of personal data, protection of transmitted information,
protection of electronic money accounts, protection of government
systems like egov.kz, protection of nationally vital information resources
and much more. Project results will make it possible to carry out a
gualitative assessment of IS risks, reasonable choice of protection
measures, to form a plan and budget for ensuring organization's security,
thereby reducing business costs and government economic costs for
occurrence of cybersecurity incidents. Loss of customer’s and
stakeholder’s trust can be the most detrimental consequence of
cybercrime, as the vast majority of people will not deal with a company
that has been hacked, especially if it fails to protect its customers' data.
This can lead to loss of business as well as depreciation of the brand.

Project results will allow scientists to take a fresh look at the issues of IS
risk assessment. Structure of proposed new model of IS risk assessment
criteria will be scientifically substantiated. Intelligent system will be
developed that will allow determining a sufficient minimum investment
and practical recommendations to reduce likelihood of IS incidents. All
results of project will improve the level of IS protection and reduce costs
in event of IS incidents. Expected results will influence methodology for
creating IS policy in the production processes of organizations. They will
also affect processes of accounting for IS in design, development and
administration of software. The use of fuzzy models will allow optimizing
(settings) of IS parameters when receiving measurement data from inputs
and outputs from real systems. If knowledge generated by IS experts isn’t
accurate enough, then proposed new model will allow you to flexibly
correct fuzzy models in system. If there is preliminary or partial
knowledge about simulated IS system, they can be easily reflected in
proposed new intelligent IS risk assessment system.

Innovativeness of the research is proved by project results:

— Dendogram and concept clusters used in IS risk assessment are new
results. Previously, researchers have not conducted cluster analysis of
IS risks. This result will be basis for building a new flexible IS risk
assessment model. Also, this result will be proof of statistical
correctness of new model structure.

— New flexible IS risk assessment model is an innovative component of
project. Innovativeness of model is proved by its formalization through
dendogram, clusters, thesaurus and ontological model. In fact,
resulting ontology is a semantic mapping of the resulting new model.

— New intellectual IS risk assessment system is intelligent expert system
that will add practical significance to project. Fuzzy multimodel expert
system will be developed based on new flexible model obtained. To
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improve model and prove its practical significance compared to other
known models, statistical correlation experiments will be carried out.

Research Methods

The purpose of this study is to implement a flexible model for assessing IS
risks. The issue of IS in information systems is very important for all types
of organizations, as they usually allow you to manage all the main
production business processes of the organization. A system with poor IS
will eventually lead the company to huge financial losses. Given the lack
of statistical data and the high uncertainty of the external environment,
methods based on fuzzy expert systems using the experience and
knowledge of employees can become the basis for sustainable economic
development of an enterprise. The general purpose of fuzzy control
systems is to model the thinking process of a person who draws
conclusions for making any decision based on the available information
about the control object. Situations of this kind are found in abundance
both in everyday life and in the professional activities of people. The key
to the successful use of such fuzzy-multiple methods in managing
complex systems is the ability of systems to use all the main sources of
information about the control object, which include: mathematical
models; actual data of observations of the behavior of the object;
knowledge of people — experts in the field under study. Indeed, all these
sources can be used in a fuzzy control system, complementing each other.
A mathematical model, if its construction is fundamentally possible and
expedient, is the most important source of information that allows to
replenish the knowledge base with the results of analytical research or
simulation modeling. All this substantiates the problems of the proposed
study. The processing of empirical data makes it possible to build an
approximate model of the control object, as well as to clarify and adjust
the parameters of the fuzzy control system. At the same time, based on
the knowledge and experience of experts, a set of fuzzy rules is formed
that reflect the patterns of behavior of the object under study. In cases
where the development of a mathematical model is impossible due to the
high complexity of the processes inherent in the control object, the
advantages of methods based on fuzzy control are even stronger, since
control is based not only on a certain model, but also intellectual control
is implemented, which has in its basis of knowledge in all its variety of
manifestations. Important advantages of fuzzy expert systems are non-
linearity, the possibility of using inaccurate data, the convenience of
obtaining and processing expert opinions.

The implementation of the Project will allow confirming the following
hypotheses of the project:

— The ability to assemble a flexible IS risk model that will meet the
completeness criterion;
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— The ability to build a production rule base that will meet the
consistency criterion, despite the large flow of input variables;

— The possibility of assessing and auditing any information system
according to various IS criteria;

— The possibility of obtaining expert conclusions on improving
information security using fuzzy multimodels. The reporting
conclusion will consist of the calculation of a sufficient minimum
investment, practical recommendations for reducing the risks of
information security and other parameters.

To proof of the above hypotheses, it is necessary to carry out scientific
and technical work and research on the following methodologies:

To solve the first task of the project, machine learning methods will be
used. Figure 1 shows the architecture for solving the first task. Clustering
will allow to determine which IS risks are similar to each other and
potentially classify them. K-means clustering is needed to partition the
data set into a set of k groups (i.e. k clusters), where k represents the
number of groups pre-specified by the analyst [11]. The clustering of
observations into groups requires some methods to calculate the distance
or (dis)similarity between each pair of observations [12]. The result of this
calculation will be a matrix of differences and distances. The distance
measure determines how the similarity of two elements (x, y) is calculated
and influences the shape of the clusters [13]. Objects will be classified into
multiple groups (i.e. clusters) such that objects in the same cluster are as
similar as possible (i.e. high intra-class similarity), while objects from
different clusters are maximally different from each other (i.e. low inter-
class similarity) [14]. In k-means clustering, each cluster is represented by
its center (i.e. centroid) which corresponds to the average of the points
assigned to the cluster. The main idea is to define clusters in such a way
that the overall variation within a cluster is minimized. The standard
algorithm is the Hartigan-Wong algorithm [15], which defines the total
variation within a cluster as the sum of the squared distances, the
Euclidean distances between elements, and the corresponding centroid.
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Fig. 1 — Clustering to determine IS risks.
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To solve the second task of the project, methods for creating thesauri of
the subject area will be used. Figure 2 shows the architecture for solving
the second task. Also, methods for constructing an ontological model of
the subject area will be used. The thesaurus representation of
information security risk assessment can be used for standardization and
formalization, as well as to provide access to the knowledge of qualified
and unskilled users who solve the problems of information security risk
assessment. When constructing thesauri, nlp methods TF-IDF [16],
collocation analysis [17], direct counting of the number of pairs (freq), t-
test [18], x>-test [19], likelihood ratio (LR), on rules using templates will be
used. TF-IDF will allow you to evaluate how relevant a word is in a set of
documents that is part of a document collection or corpus. It does this by
multiplying two measures: the number of times a word occurs in a
document, and the reciprocal of the word's frequency in a document in a
set of documents. The analysis of collocations is necessary for the
selection of word combinations. Pair count (freq), t-test, x>-test, likelihood
ratio (LR) — will be used to highlight two-word terms. An ontological
representation of information security [20] risk assessment is necessary
to represent knowledge in a convenient form for their processing by
automated systems of semantic analysis. To build an ontology of IS risks,
the framework for building knowledge bases Protégé will be used. The
ontology will be formed by the Protégé-OWL modeling method, then
exported to RDF Schema, XML Schema formats.

1357



Journal of Namibian Studies, 35 S1 (2023): 1351-1362 ISSN: 2197-5523 (online)

Fig. 2 — Creating thesauri of IS risks.
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To solve the third task of the project, methods for creating fuzzy expert
systems will be used. Figure 3 shows the architecture for solving the third
task. A fuzzy multimodel for IS risk assessment according to Pedrycz [21-
22] will be built. A multimodel is "a set of models M1, M2,...,Mc, provided
with an appropriate mechanism for switching between models, or, if
necessary, with a mechanism for aggregating the results provided by
individual models". The operation of the switching mechanism is based
on additional information about the system (its input parameters), and
the aggregation mechanism is based on the confidence coefficients of
individual models [23]. The use of fuzzy multimodels will allow solving the
problem of "consistency" of the base of inference rules.
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To verify the results of the research, a correlation test will be carried out
to compare the developed new model with other known models for
assessing IS risks. As a result, a matrix of paired correlation coefficients
for all models will be obtained. To strengthen the confirmation of the
reliability of the hypotheses, a statistical test will be carried out, the test
sample will be increased by 5-10 times, the parameters will be calculated:
teie - the critical value of the t-criterion, p-value - two-tailed could just
happen by chance, two-sided Student's t-distribution [24-28].

To solve the scientific and engineering tasks of the project, the following
software applications and technologies are supposed to be used:
programming languages R [29], Python (Jupiter) [30] for solving the
problems of information security risk clustering and nlp text processing;
Protégé-OWL [31] for ontology design; Matlab for designing fuzzy expert
systems [32]; C# for the development of the final software product of
intellectual information security risk assessment [33].

Conclusion

The goal of the project is to create new flexible models and algorithms for
assessing IS risks to improve the efficiency of IS management in an
organization. Based on them, an intelligent system will be developed that
will allow determining a sufficient minimum investment and practical
recommendations to reduce likelihood of IS incidents.

Project objectives:

1) Research of IS risks using machine learning methods. Results: IS risk
heatmap. Dendrogram of IS risks. IS risk clusters.

2) Development of flexible model of the most important concepts and
relationships between them in subject area of IS risk assessment.
Results: Thesaurus of IS risk assessment. Ontology of IS risk
assessment. New flexible IS risk assessment model.

3) Development of intelligent IS risk assessment system. Results: New
intelligent system for assessing IS risks. Description of existing IS risk
assessment models. Correlation experiment results on resulting
model.

Main benefits of cybersecurity risk assessment is that it will help identify
internal and external risks that are relevant to system. This is very
important as it provides visibility into the individual components of the
ICT security system and identifies which areas are weak and in need of
improvement. This information will ultimately guide future security
investments and provide recommendations on how to improve system.
Risk assessment enables us to make more informed decisions by isolating
each potential threat to vulnerability and calculating likelihood of risk
occurring. Perhaps one of main reasons companies choose to assess their
risks is to protect them from costly and damaging breaches. Risk
treatment can help protect business from cyberattacks and improve
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protection of personal data. Detailed risk analysis will pinpoint which
vulnerabilities are prioritized and why, as well as impact each could have
on business if neglected. Once stakeholders and investors see what it will
cost them if they don't make changes, they will be able to more favorably
allocate risk treatment budget. Risk assessment offers solutions to
protect information systems and allows you to reduce risks more
intelligently. Project results allow scientists to take a fresh look at issues
of IS risk assessment. Structure of proposed new model of IS risk
assessment criteria will be scientifically substantiated. Intelligent system
will be developed that will allow determining sufficient minimum
investment and practical recommendations to reduce likelihood of IS
incidents. Project’s all results will improve level of IS protection and
reduce costs in event of IS incidents. Project results can be
commercialized as provision of services for assessment of IS, as well as
audit with issuance of recommendations for improving IS of
organizations.
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